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* * * * Start of 1st Change * * * *
4.3.4
ePDG

The functionality of ePDG includes the following:

-
Allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used;

-
Functionality for transportation of a remote IP address as an IP address specific to a PDN when S2b is used;

-
Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE; if GTP based S2b is used and if a single IPSec SA is established for the PDN connection, this includes routing of uplink packets based on the uplink packet filters in the TFTs assigned to the S2b bearers of the PDN connection. If multiple IPsec SA are established for the PDN connection, routing of uplink packet is based on the mapping between the IPsec SA and the corresponding S2b bearer;

-
Routing of downlink packets towards the IPsec SA associated to the PDN connection. if a single IPsec SA is used for the PDN connection (see clause 4.10.5.1); Routing of downlink packets towards the IPsec SA associated to the S2b bearer, if a separate IPsec SA per S2b bearer is used (see clause 4.10.5.2);

-
De-capsulation/Encapsulation of packets for IPSec and, if network based mobility (S2b) is used, for GTP or PMIPv6 tunnels;

-
Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is used;

-
Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);

-
Transport level packet marking in the uplink;

-
Enforcement of QoS policies based on information received via AAA infrastructure;

-
Lawful Interception.

-
Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate downlink traffic to the ePDG on the PMIPv6-based S2b interface.

-
Accounting for inter-operator charging according to charging principles specified in TS 32.240 [61].

-
Interfacing OFCS through reference points TS 32.251 [62] for EPC nodes.

-
When the UE and the ePDG supports the establishment of a separate IPsec SA per S2b bearer:

-
Establishing, where applicable, a new IPsec SA between ePDG and UE over SWu for every new dedicated bearer if the UE supports multiple IPsec SAs per PDN connection.

-
Maintaining binding between EPC bearer ID and IPsec SA, where applicable. The default bearer maps to the initial IPsec SA.

* * * * End of Changes * * * *
